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Static and Dynamic Malware Analysis (recap)

Source: differencebetween.net

http://www.differencebetween.net/technology/difference-between-static-malware-analysis-and-dynamic-malware-analysis/


PE Header (review)

Source: RE -PE

https://library.mosse-institute.com/articles/2022/05/reverse-engineering-portable-executables-pe-part-2/reverse-engineering-portable-executables-pe-part-2.html


PE Feature Extraction (PE Miner)

Source: PE-Miner: Mining Structural Information to Detect Malicious Executables in Realtime

PE File Format

The architecture of our PE-Miner framework

https://doi.org/10.1007/978-3-642-04342-0_7


Feature Engineering

Source: Amazon.com

Feature creation refers to the creation of new features from existing 

data to help with better predictions. (e.g., splitting, calculated features)

Feature transformation and imputation include steps for 

replacing missing features or features that are not valid. (example 
techniques: forming Cartesian products of features, creating domain-
specific features)

Feature extraction involves reducing the amount of data to be 

processed using dimensionality reduction techniques (example techniques: 
Principal Components Analysis (PCA), linear discriminant analysis (LDA)). 
This reduces the amount of memory and computing power required while 
still accurately maintaining original data characteristics.

Feature selection is the process of selecting a relevant subset of 

extracted features that contributes to minimising the error rate of a trained 
model. The feature importance score and correlation matrix can be 
factored into selecting the most relevant features for model training.

https://docs.aws.amazon.com/wellarchitected/latest/machine-learning-lens/feature-engineering.html


PE Feature Extraction (Example)

Source: PE-Miner: Mining Structural Information to Detect Malicious Executables in Realtime

List of the features extracted from PE files

https://doi.org/10.1007/978-3-642-04342-0_7


PE Features (Examples)

Source: PE-Miner: Mining Structural Information to Detect Malicious Executables in Realtime

DLLs referred: 
The list of DLLs referred to in an executable effectively provides an overview 
of its functionality. For example, if an executable calls WINSOCK.DLL or 
WSOCK.DLL, then it is expected to perform network-related activities. 
However, there can be exceptions to this assumption as well.

Optional header Windows-specific fields:
The Windows-specific fields of the optional header include information 
about the operating system version, the image version, etc.

https://doi.org/10.1007/978-3-642-04342-0_7


Malware Detection Using PE Header

Source: A Static Malware Detection System Using Data Mining Methods

https://arxiv.org/pdf/1308.2831.pdf


Malware Detection Using PE Header (example study)

An analysis of the robustness of extracted features of PE-Miner (RFR) in one of the scenarios
(you can find more scenarios in the research paper)

Source: PE-Miner: Mining Structural Information to Detect Malicious Executables in Realtime

https://doi.org/10.1007/978-3-642-04342-0_7


PE Header based Malware Detection

Source: PE-Header-Based Malware Study and Detection

https://cobweb.cs.uga.edu/~liao/PE_Final_Report.pdf


K-Means

Source: Oxford Protein Informatics Group

https://www.blopig.com/blog/2020/07/k-means-clustering-made-simple/


Large Dataset
Take random 

sample

Small dataset
Bootstrap 
sampling

If a row is selected, it is returned to 
the training dataset for potential re-
selection 



Bootstrap Sampling

https://medium.datadriveninvestor.com/ensemble-techniques-bagging-bootstrap-aggregating-c7a7e26bdc13

Original sample
Bootstrap samples



Random Forest

https://blog.citizennet.com/blog/2012/11/10/random-forests-ensembles-and-performance-metrics



Random Forest Classifier
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Random Forest Classifier
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At each node in choosing the split feature
choose only among m<M features



Random Forest Classifier
Create decision tree

from each bootstrap sample
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Random Forest Classifier
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Random Forest - Sklearn



Example: Dynamic Malware Detection using Random Forest 
Algorithm (for Android)

Source: Maldroid: Dynamic Malware Detection using Random Forest Algorithm

https://www.ijitee.org/wp-content/uploads/papers/v8i6/F3576048619.pdf


Source: Maldroid: Dynamic Malware Detection using Random Forest Algorithm

Example: Dynamic Malware Detection using Random Forest 
Algorithm (for Android)

https://www.ijitee.org/wp-content/uploads/papers/v8i6/F3576048619.pdf


Source: Maldroid: Dynamic Malware Detection using Random Forest Algorithm

Example: Dynamic Malware Detection

https://www.ijitee.org/wp-content/uploads/papers/v8i6/F3576048619.pdf


Malware Detection using Deep Learning (example)

Source:DL-Droid: Deep learning based android malware detection using real devices

https://www.sciencedirect.com/science/article/pii/S0167404819300161
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