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Static and Dynamic Malware Analysis (recap)

Static Malware Analysis Dynamic Malware Analysis

Static analysis is a process of Dynamic analysis requires programs
analyzing a malware binary code to be executed in a closely
without actually running the code. monitored virtual environment.

It involves file fingerprinting, virus Dynamic analysis involves API calls,
scanning, reverse-engineering the binary, instruction traces, registry changes,

file obfuscation, analyzing memory network, and system calls, memory
artifacts, packer detection, & debugging. writes, and more.

It is ineffective against It is effective against all types of
sophisticated malware malware because it analyzes the
programs and codes. sample by executing it.

Source: differencebetween.net



http://www.differencebetween.net/technology/difference-between-static-malware-analysis-and-dynamic-malware-analysis/

PE Header (review)

tly PEview - C\Windows'\System32\calc.exe
File View Go Help
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= calc.exe pFile Raw Data Value -
- IMAGE_DOS_HEADER 00054790 00 00 00 0O 0O OO QO OO OO OO OO OO OO OO OO QO . ... . ... .. ..._.
- MS-DOS Stub Program 000547A0 00 00 00 OO OO OO OO OO OO OO OO QO OO OO QO QO ... .. ... ..... ...
=- IMAGE_NT HEADERS 000547B0 00 00 00 OO OO 00 OO OO 0O OO OO QO OO OO QO QO ... . ... ... ... ...
%----Signature 000547C0O 00 00 00 OO OO OO OO OO OO OO OO QO QO OO QO QO ... .............
g----IMﬁGE_FILE_HEADEF{ 000547D0 00 00 00 OO OO 0O OO OO 0O OO OO QO OO OO QO QO ... .. ... .. ... ...
. IMAGE_OPTIONAL HEADER 000547E0 00 00 00 OO OO 00O OO OO 0O OO OO QO OO OO QO QO ... . ... ... ... ...
- IMAGE_SECTION _HEADER text 000547F0 00 0O 00 0O 0O OO QO OO OO 0O OO OO QO OO OO QO . ... .. ... ... ._._.

- IMAGE_SECTION_HEADER. .data 00054800 00 00 00 QO 0O OO QO QO OO OO OO OO Q0 QO OO QO . ... ... . ....... I
- IMAGE_SECTION_HEADER. rsrc 00054810 00 00 00 0O 0O OO QO OO OO0 0O OO OO QO OO OO QO . ... .. ... .. .._._.
- IMAGE_SECTION_HEADER. _reloc 00054520 00 00 00 0O 0O OO QO OO OO 0O OO OO QO OO OO QO . ... .. ... _ ... ...
- BOUMD IMPORT Directory Table 00054830 00 00 00 0O 0O OO QO QO OO OO OO OO Q0 QO OO QO . ... ... .......
- BOUND IMPORT DLL Names 00054840 00 00 00 0O 0O OO QO OO OO OO OO OO QO OO OO QO ... ... ... _ ... __.
H- SECTION text 00054850 00 00 00 0O OO OO QO OO OO OO OO OO OO OO OO OQOf ... ... ... . ... ...
=® SECTION data 00054860 00 00 OO QO OO QO QO OO 30 OO 31 OO0 32 Q0 33 004 ... ... .. 0.1.2.3.
- SECTION .rarc 00054870 34 00 35 00 36 00 37 00 3B 0D 39 00 41 OO 42 00 4. 5.6.7.8.9.A.B.
- SECTION reloc 00054880 43 00 44 00 45 00 46 00 47 00 48 00 49 00 4A QD) C.D.E.F.G.H. | _J.
00054890 4B 00 4C 00 4D 00 4E 00 4F 00 50 00 51 00 52 Q0 K. L. M. MN.O.P.Q.R.
000548A0 53 00 54 00 55 00 56 00 57 00 58 00 59 00 5A Q0O S. T U VW XY Z.
00054880 61 00 62 00 63 00 64 00 65 00 66 00 67 00 68 00y a.b.c.d.e.f.g.h.
000548C0 69 00 6A 00 6B 00 6C 00 6D 00 6E 00 6F 00 70 00f i. ). k.l . m.n.o.p.
00054800 71 00 72 00 73 00 74 00 75 00 76 00 7¥7 00 78 00 g.r.s.t . u.v.w._ x.
000548E0 79 00 7A 00 5F 00 40 00 0O OO OO QO OO OO OO O} y.z._.@. ........
000548F0 00 00 00 00 0O 00 00 0O OO0 00 OO0 00 00 00 00 00 A —————

Viewing SECTION .data

Source: RE -PE


https://library.mosse-institute.com/articles/2022/05/reverse-engineering-portable-executables-pe-part-2/reverse-engineering-portable-executables-pe-part-2.html

PE Feature Extraction (PE Miner)
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Source: PE-Miner: Mining Structural Information to Detect Malicious Executables in Realtime



https://doi.org/10.1007/978-3-642-04342-0_7

Feature Engineering

Feature creation refers to the creation of new features from existing Feature Engineering
data to help with better predictions. (e.g., splitting, calculated features)

Feature transformation and imputation include steps for
replacing missing features or features that are not valid. (example
techniques: forming Cartesian products of features, creating domain-
specific features)

Feature extraction involves reducing the amount of data to be
processed using dimensionality reduction techniques (example techniques:
Principal Components Analysis (PCA), linear discriminant analysis (LDA)).
This reduces the amount of memory and computing power required while
still accurately maintaining original data characteristics.

Feature selection isthe process of selecting a relevant subset of
extracted features that contributes to minimising the error rate of a trained

model. The feature importance score and correlation matrix can be
factored into selecting the most relevant features for model training.

Source: Amazon.com


https://docs.aws.amazon.com/wellarchitected/latest/machine-learning-lens/feature-engineering.html

PE Feature Extraction (Example)

Feature Description Type | Quantity
DLLs referred binary 73
COFF file header integer 7
Optional header — standard fields integer 9
Optional header — Windows specific fields|integer 22
Optional header — data directories integer 30
.text section — header fields integer 9
.data section — header fields integer 9
.rsrc section — header fields integer 9
Resource directory table & resources integer 21
Total 189

List of the features extracted from PE files

Source: PE-Miner: Mining Structural Information to Detect Malicious Executables in Realtime



https://doi.org/10.1007/978-3-642-04342-0_7

PE Features (Examples)

DLLs referred:

The list of DLLs referred to in an executable effectively provides an overview
of its functionality. For example, if an executable calls WINSOCK.DLL or
WSOCK.DLL, then it is expected to perform network-related activities.
However, there can be exceptions to this assumption as well.

Optional header Windows-specific fields:
The Windows-specific fields of the optional header include information
about the operating system version, the image version, etc.

Source: PE-Miner: Mining Structural Information to Detect Malicious Executables in Realtime



https://doi.org/10.1007/978-3-642-04342-0_7

Malware Detection Using PE Header
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https://arxiv.org/pdf/1308.2831.pdf

Malware Detection Using PE Header (example study)

Dataset VX Heavens Malfease
Malware||Backdoor -+ |Constructor|DoS + |Flooder|Exploit 4+ [Worm|Trojan|Virus|Average -
Sniffer + Virtool | Nuker Hacktool
Scenario 1: Detection of packed benign and malicious PE files
IBK 0.999 1.000 1.000 0.999 0.999 0.998 | 0.999 | 0.999 0.999 0.812
J48 0.996 1.000 1.000 0.999 0.999 0.998 | 0.993 | 0.999 | 0.998 0.991
NB 0.971 0.988 0.963 0.955 0.996 0.980 [ 0.978 | 0.987 0.977 0.934
RIPPER 0.997 0.996 0.999 0.990 0.993 0.985 | 0.858 | 0.998 0.977 0.988
SMO 0.985 0.998 1.000 0.996 0.994 0.994 | 0.985 | 0.998 0.994 0.706

An analysis of the robustness of extracted features of PE-Miner (RFR) in one of the scenarios
(you can find more scenarios in the research paper)

Source: PE-Miner: Mining Structural Information to Detect Malicious Executables in Realtime



https://doi.org/10.1007/978-3-642-04342-0_7

PE Header based Malware Detection

Key Features Malware Difference
(5598)

Size Of Initialized Data =

2 Unknown Section Name
3 DLL Characteristics ==

4 Major Image Version ==
5 Checksum ==0

Source: PE-Header-Based Malware Study and Detection
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Read the file

if SizeOflnitializedData ==

return malware

0 then

else if UnknowSectionName then

return malware

else if (DLLCharacteristics ==
and MajorImageVersion ==

and CheckSum ==

return malware
else

return benign
end if

0) then


https://cobweb.cs.uga.edu/~liao/PE_Final_Report.pdf

K-Means
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Source: Oxford Protein Informatics Group
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https://www.blopig.com/blog/2020/07/k-means-clustering-made-simple/

If a row is selected, it is returned to

the training dataset for potential re-
selection



Bootstrap Sampling

Bootstrap samples

Original sample

/ 1\

https://medium.datadriveninvestor.com/ensemble-techniques-bagging-bootstrap-aggregating-c7a7e26bdcl3



Random Forest
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tree At each node:
choose some small subset of variables at random
find a variable (and a value for that variable) which optimizes the split
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https://blog.citizennet.com/blog/2012/11/10/ random-forests-ensembles-and-performance-metrics



Random Forest Classifier

Construct a decision tree
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Random Forest Classifier

At each node in choosing the split feature
choose only among m<M features
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Random Forest Classifier

Create decision tree
from each bootstrap sample
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Random Forest Classifier
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Random Forest - Sklearn

sklearn.ensemble.RandomForestClassifier

class sklearn.ensemble.RandomForestClassifier(n_estimators=100, * criterion="gini', max_depth=None,

min_samples_split=2, min_samples_leaf=1, min_weight_fraction_leaf=0.0, max_features='sqrt', max_leaf_nodes=None,
min_impurity_decrease=0.0, bootstrap=True, oob_score=False, n_jobs=None, random_state=None, verbose=0, warm_start=False,

class_weight=None, ccp_alpha=0.0, max_samples=None) [source]

A random forest classifier.

A random forest is a meta estimator that fits a number of decision tree classifiers on various sub-samples of the dataset and uses

averaging to improve the predictive accuracy and control over-fitting. The sub-sample size is controlled with the max_samples

parameter if bootstrap=True (default), otherwise the whole dataset is used to build each tree.

Read more in the User Guide.

Parameters::

n_estimators : int, default=100
The number of trees in the forest.

Changed in version 0.22: The default value of n_estimators changed from 10 to 100 in 0.22.

e P

criterion : {"gini”, “entropy”, “log loss"}, default="gini"
The function to measure the quality of a split. Supported criteria are “gini” for the Gini impurity and “log_loss”
and "entropy” both for the Shannon information gain, see Mathematical formulation. Note: This parameter is
tree-specific.

max_depth : int, default=None
The maximum depth of the tree. If None, then nodes are expanded until all leaves are pure or until all leaves
contain less than min_samples_split samples.

min_samples_split : int or float, default=2
The minimum number of samples required to split an internal node:

e [fint, then consider min_samples split as the minimum number.
e [f float, then min _samples split is a fraction and ceil(min samples split = n samples) are the minimum



Example: Dynamic Malware Detection using Random Forest
Algorithm (for Android)
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Source: Maldroid: Dynamic Malware Detection using Random Forest Algorithm

Android App



https://www.ijitee.org/wp-content/uploads/papers/v8i6/F3576048619.pdf

Example: Dynamic Malware Detection using Random Forest
Algorithm (for Android)
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Source: Maldroid: Dynamic Malware Detection using Random Forest Algorithm



https://www.ijitee.org/wp-content/uploads/papers/v8i6/F3576048619.pdf

Example: Dynamic Malware Detection

Source: Maldroid: Dynamic Malware Detection using Random Forest Algorithm
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https://www.ijitee.org/wp-content/uploads/papers/v8i6/F3576048619.pdf

Malware Detection using Deep Learning (example)
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Source:DL-Droid: Deep learning based android malware detection using real devices



https://www.sciencedirect.com/science/article/pii/S0167404819300161
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