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Spam detection using ML

Source: Machine Learning Techniques for Spam Detection in Email

https://medium.com/@alinatabish/machine-learning-techniques-for-spam-detection-in-email-7db87eb11bc2


Phishing detection using ML

❖ Detect and filter phishing emails
❖ Detect phishing websites
❖ Detect phishing domains/links

For example: 
Phishing website detector =>

Source: An entice resistant automatic phishing detection

https://ieeexplore.ieee.org/abstract/document/6620052


Perceptron

Source: Performance Analysis of Open Source Machine Learning Frameworks for …

https://doi.org/10.1007/978-3-319-70581-1_17


Spam detection



Perceptron

Just like how 
human nerouns work
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Pros and Cons

Source: Hands-On Artificial Intelligence for Cybersecurity (book)

https://github.com/PacktPublishing/Hands-On-Artificial-Intelligence-for-Cybersecurity


Using SVM

The SVM doesn’t have some limitations of Perceptron 
Source: Wikimedia

https://commons.wikimedia.org/wiki/File:Kernel_Machine.svg


Spam detection/filtering approaches

We can use SVM to also detect image based spam emails 

Spam filtering approches:



Linear Regression vs Logistic Regression

Source: Machine Learning Classification Algorithms with Codes

https://medium.com/analytics-vidhya/machine-learning-classification-algorithms-with-codes-5a8af4491fcb


Phishing email detection using Logistic Regression

Example: A Phishing email detection solution 

Source: AN INTELLIGENT CLASSIFICATION MODEL FOR PHISHING EMAIL DETECTION

https://arxiv.org/pdf/1608.02196.pdf


Phishing email detection using Logistic Regression

Anti-Phishing feature selection

Source: Feature Selection for Email Phishing Detection Using Machine Learning

https://www.researchgate.net/profile/Prateek-Dutta/publication/354289002_Comparative_Analysis_for_Improving_Accuracy_of_Image_Classification_Using_Deep_Learning_Architectures/links/633bb414769781354eba78f8/Comparative-Analysis-for-Improving-Accuracy-of-Image-Classification-Using-Deep-Learning-Architectures.pdf


Phishing email detection using Logistic Regression

Example of 
extracted features

Source: AN INTELLIGENT CLASSIFICATION MODEL FOR PHISHING EMAIL DETECTION

https://arxiv.org/pdf/1608.02196.pdf


SPAM Detection Features

Example of 
extracted features
(Attachment and URL)

Source: improving Knowledge Based Spam Detection Methods: The Effect of Malicious Related Features in Imbalance Data Distribution

Now, it’s your turn
Identify some features
for phishing or spam

detection.

http://dx.doi.org/10.4236/ijcns.2015.85014


Spam Email Detection Using Deep Learning Techniques 
(example study)

Source: Research Paper

Methodology

https://doi.org/10.1016/j.procs.2021.03.107


Spam Email Detection Using Deep Learning Techniques 
(example study)

Source: Research Paper

Dataset: open source Spambase data set from the UCI machine learning repository

https://doi.org/10.1016/j.procs.2021.03.107


Spam Email Detection Using Deep Learning Techniques 
(example study)

Source: Research Paper 1, Research Paper 2, Stopword Removal

Examples of features: word counts, stopword counts, punctuation counts, and

uniqueness factors, etc. 

Email Cleaning

Email Tokenization

Stop word Removal

https://doi.org/10.1016/j.procs.2021.03.107
https://doi.org/10.1016/j.cose.2021.102414
https://docs.smartly.ai/docs/stop-words-filtering


Spam Email Detection Using Deep Learning Techniques 
(example study)

Source: Research Paper

Training Result on Training Data (Using Different Algorithms)

https://doi.org/10.1016/j.procs.2021.03.107


Spam Email Detection Using Deep Learning Techniques 
(example study)

Source: Research Paper

Testing Result on Test Data (Using Different Algorithms)

https://doi.org/10.1016/j.procs.2021.03.107


Spam Email Detection Using Deep Learning Techniques 
(example study)

Source: Research Paper

Accuracy Comparison of Algorithms

https://doi.org/10.1016/j.procs.2021.03.107
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