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Cyber Threat Landscape (2020)
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Cyber Attacks Tactics, Techniques, and Mitigations

Tactics represent the "why" of an attack technique or sub-technique. It is
the adversary's tactical goal: the reason for performing an action. For
example, an adversary may want to achieve credential access.

Techniques represent 'how' an adversary achieves a tactical goal by

performing an action. For example, an adversary may dump credentials to
achieve credential access.

Mitigations represent security concepts and classes of technologies that

can be used to prevent a technique or sub-technique from being
successfully executed.

Source: MITRE



Cyber Attacks Matrix (MITRE ATT&CK)
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Malware

Malware (malicious software) is intrusive software that is
intentionally designed to cause damage to computers and
computer systems.

Malware is an umbrella term for a range of online threats,

including viruses, spyware, adware, ransomware, and other
types of harmful software.

Source: Kaspersky


https://www.kaspersky.com/resource-center/threats/types-of-malware

Types of Malware

Adware and Malvertising Bots and botnets
Spyware PUP malware
Ransomware Hybrids

Trojans Fileless malware

Worms Logic bombs

Viruses Keyloggers (a type of Spyware)



https://www.kaspersky.com/resource-center/threats/types-of-malware
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Adware and Malvertising
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https://www.spiceworks.com/it-security/security-general/articles/what-is-adware/
https://www.imperva.com/learn/application-security/malvertising/

Spyware

A malware which infects your PC or mobile device and gathers
information about you, including the sites you visit, the things
you download, your usernames and passwords, payment
information, and the emails you send and receive.

Types of Spyware:
Password stealers, Banking Trojans (e.g. Emotet), Infostealers,

Keyloggers.

Question: how you get spyware?

Source: Malwarebytes


https://www.malwarebytes.com/spyware

Ransomware

A type of malware that prevents users from accessing their
system or personal files and demands ransom payment in order

to regain access.

Types of Ransomware:
Scareware, screen lockers, and encrypting ransomware.

Questions:
How you get ransomware?
How do you protect yourself from ransomware?

Source: Malwarebytes


https://www.malwarebytes.com/spyware

Trojans

A Trojan is a delivery strategy that hackers use to deliver any
number of threats, from ransomware that immediately demands
money, to spyware that conceals itself while it steals valuable
information like personal and financial data.

Types of Trojan:
Backdoors, Spyware, Zombifying, Downloader, Rootkit, Dialer.

Source: Malwarebytes, Imperva



https://www.malwarebytes.com/spyware
https://www.imperva.com/learn/application-security/trojans/

Worms and Viruses

A computer virus is a program made of malicious code that can
propagate itself from device to device. A virus spreads when the
infected file or program migrates through networks, file
collaboration apps, email attachments, and USB drives.

Worms are a self-replicating type of malware (and a type of

virus) that enter networks by exploiting vulnerabilities, moving
quickly from one computer to another.

Source: Varonis


https://www.varonis.com/blog/what-is-a-computer-virus-and-computer-worm

Worms vs. Viruses

Virus Worm
e Requires a host e Spreads independently
e Triggered by human interaction e Doesn’t require human interaction
e Often arrives through an infected file e Often arrives through a software
or program (file-infector) vulnerability

Question: which one is more dangerous? Why?

Source: AVG


https://www.avg.com/en/signal/computer-worm-vs-virus

Botnet

A botnet is a network of computers infected with malware that
are controlled by a bot herder. The bot herder is the person who
operates the botnet infrastructure and uses the compromised
computers to launch attacks designed to crash a target’s
network, inject malware, harvest credentials or execute CPU-

intensive tasks. Each individual device within the botnet
network is called a bot.

Source: CrowdStrike


https://www.crowdstrike.com/cybersecurity-101/botnets/
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Bothet Types

Centralized Client-Server Decentralized P2P

Botmaster

C&C Servers

Source: CrowdStrike



https://www.crowdstrike.com/cybersecurity-101/botnets/

PUP malware

PUPs (potentially unwanted programs) are programs often
bundled with a software installation package from a download
site. PUP software can refer to unwanted toolbar extensions,
shopping assistants, or system optimization tools.

PUPs usually deliver ads or collect user data for their developers. They can
also hijack your browser, change your search results, or steal sensitive
information. Although a PUP 1s not a computer virus, they can
compromise the security of your computer and infect both mobile and
desktop devices.

Source: Avast


https://www.avast.com/c-what-is-pup

Hybrids

A hybrid malware 1s a combination of two or more different
types of attacks. This combination 1s usually a Trojan horse or
worm with adware or a virus attached, though other forms exist.

Unlike traditional malware, hybrid malware utilizes the strengths of
various threats (e.g., worms, viruses, spyware, or Trojans) to create a more
powerful hazard. For example, a cybercriminal can combine a Trojan and
spyware to bypass security programs and easily download spyware onto a
target’s computer.

Source: Nexthop



Fileless malware

Fileless malware 1s a type of malicious activity that uses native,
legitimate tools built into a system to execute a cyber attack.
Unlike traditional malware, fileless malware does not require an
attacker to install any code on a target’s system, making 1t hard to
detect

Source: Crowdstrike



Fileless malware

Source:.Exabeam

Anatomy of a

FILELESS MALWARE ATTACK

1 User opens a phishing email, visits a malicious
website, or uses an infected USB flash memory stick.

Exploit kit scans machine looking for vulnerabilities:
Unpatched Flash, Java plug-ins, processes involving
Windows PowerShell. Malicious website may also
download Flash or Java onto the user’s machine.

'~

Exploit kit drops the fileless malware into PowerShell
/orone of the other admin tools built into Windows.

Payload begins carrying out its malicious activity in ; :
dynamic memory such as browser processes, | ™% /

- B | Fileless malware attack successful,




Logic bombs

A logic bomb is a set of instructions in a program carrying a
malicious payload that can attack an operating system, program,
or network. It only goes off after certain conditions are met. A
simple example of these conditions is a specific date or time.

« Embedded in some legitimate
program

« “Explode” or perform
malicious activities when
certain conditions are met

Source: Malwarebytes


https://www.malwarebytes.com/spyware

Keylogger

A type of spyware that can record and steal consecutive
keystrokes (and much more) that the user enters on a device.

Software and Hardware Keyloggers

Source: Malwarebytes


https://www.malwarebytes.com/spyware

Email Security

Email security is a term for describing different procedures and
techniques for protecting email accounts, content, and communication
against unauthorized access, loss or compromise. Email is often used to
spread malware, spam and phishing attacks.
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https://www.proofpoint.com/us/threat-reference/email-security

